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Abstract: Twitter is a social media with hundreds of millions of active users. Nearly 15% of bot accounts are controlled by auto-
mated programs. Some of these bot accounts are malicious account that spread malicious information. Although researchers have
developed a large number of sophisticated bot account detection methods, they all require prior knowledge of bot accounts which
are lack of generalization. In order to solve these problems, this paper proposes to use the discriminator from generative adversari-

al network for bot account detection. This makes it possible to obtain a good detection model with the examples of real accounts.

Experiments on a popular dataset show that the AUC achieves 94% classification effect.

Key words: social bots; generative adversarial networks; bot account detection

0 5| §

HERE (Twitter) V25— MELAT S 4E H4 142
WOE AT R P o P T U 2 355 (tweet ) (42 1%
(mention) ¢ % (retweet ) 5520 11 5 HoAlh F 7 47 52
., X S AR AR NS 7 1 A RS HU AN, 5 i Ta] A
HAE o B EIE AR AT L3 i X S R AT AR
XET B A P A AT L e ) s v 24 A
(AP s HERRF B SR AL i 55 . X Py 24k
RN TRERS 40 5 P SE i il ik A shdb 47 A ik
e SCTUH e A SO AR e P g BRAEHL AR
W5 PARAEAE LA N o BEEPLERIK S A A J AL
PRI S 15 B B A e AR BOA T Y A ES Y
AP A AR P L 2017 AR AT IS AT
R A 9% ~ 15% LA K-S o A —H bl
SRS AR A FEER . R E

%5 B #5:2021-05-08 ; 1&[E] H #:2021-06-09

NA B HIBL AR 5 iR B BB 2855 5 | 50 5 45
FL , AATTA 36 B9 247 TR A2 BIHLAS K 2 i 2
B BT LAXT AL S A AL 25 T 5 B ARSI By T —
AR R PRAS, AN [R] BB I D AR 45 2]
TRERE,

NI HLAR IS BE S I [B] AN BB 2R AL 3%
R AR SN A2 2% (8 B, 491 4 2502 38 )
FIHESC A SCAR S, (AL AR K = 55 LSR5 A 25 57
A ke /N1 LA HLRS K S A T A, B
FEEAN AR SN A2 2 07 R I A X 3 5 LG
ISRTETRZ . TR BIVEMRENC SR m T
ZRNFETHLAR 2~ B X R 5 L A pLAR K 5 A
T AHESE . SR i SE A J7 1 ATS AR ThT e 3 2 ST
(AP - 1 s Az A o B0 ARGy ZE #8248
SR 7 ) SRy TR ARG I R S S L
MRS BOATAE  WOCER AN SRR S 2L 47 20 AT, 1% 20 A7 114

BEL£W A : X ARPFEL I (U20B2053) ; 1544 3 AFHE 11035 H (ZDKJ2019008 )
YEE B ZZBHH(1987—) , 55 TLHB M, w9 TR, {4, DR 58 7 7] : N %4, 4 &5 B M 4%, E-mail : liyangyang@
cetc. com. en; WMEVEH M HO6G(1996—) , 5B w05 AR W5 07 18] A SSHLES ARG, K ZERG I, E-mail : dao@ mail. uste. edu.,



2 WA B WK

2022 %% 3 8

LRGN %, B R DT ST R L, LA
Bk T MR ISR SE L, 0 Fh s R 7
TR 6 T HL A 2 0 SR 0 S, 95 AL
- 1 5, LB K21 T 4 Bt e T2 T, 2
FIARK IR A A 22 4P 2 o 2 AL e
N T ARSI 7 I 258 4 TP LA IR B, 55 FF
Hy—AXEFCPER o TR AL A
SRR BRI . H AT A T
BLE =T ORI 7 A A R — 4R 25, O
B HAT 2 b2 1 Bl I 2B LR 3
7 e LB AR ] U5 S A B B — AL 2
B AR R KR

W TR L b3k 2 R, A S
B B A SO0 B0 B o 1 ZUSE I R T
i AR S 5 T LA e DA RS2 52 ) B A
FAER X S LTS LRI B, A S A B
BB LS P, 25 > 5 ECIEIK B 3
FERESE, BOREAY AL AT : 1) UK — 502K ] S
TR R T 2 R B L AR I
H S I 2) RS L F 2k 0 2 et
L8 43 24 R 77 9 2 5 A7 R 35 50, BT
A Ay L 7 e B 25 YA L, 4T 7
HORAE P 53) BT HL% ) B B IR R E , 1
EE 2 BN T UM B | 1 U AT 22 57
BB B th L A58 55 M B A 1400, Kk 4
R T 1 A

ARSCH AR A HLA I B AT R
AR SCHE 7 v BB R U o 9 A R
B2 TSR A AL 04 1L R 7 1 e 2
P A K R BSR4 24 B A B P g 4
(P LTI R LS A 0 2 R
PRI, OB BIBEA T RENS TP A: B A HRUAG R
SRR A1) K B, B AR A 9 20 S0 B 05
M 05 M 2] 2 ) B LR U SR S
A 5 B 1 25 7 90 340 50 25 H P90 1L 35 0K 5
ey

e P A RO 0 24 £ SR T 56, M
T 24 X BRI S B T [ (01 2
RITHEAT A, A TR R R S I T 24 0
SRR BRI . A SO — 50K RS L T
SRR, 283t 2 U 2 B DL B I A
0, 2 Al ) B — 5 R 1A T A

AR A

D) B T /B, BS54
HRAEAT T4 2] AR SO BEHL K 2 (0 M X
HAEATA%.

2) 55 1 A AR R4 AL I A
SRR GBIFE , HEHAE T — T B 2 0.

3) 3o P RO B B 4 6340 50 07 BL  l
BRI 8 TR

1 HEXIE

1.1 FUER*

H AT Al B LA 27 2T YA CAFAT , X L
Jrik EEMR ARG RN A MR A S
7R RO ARAE X )7 BB A b 1 1)
HiAE . Botomete' ™" 7 G2 1 FH Bt WL AR AR 1, S HR
FRIEUIZR T DSATR AG 20 2888, 78 A% 28 LI UE T /9
AUC{E°/ 0.95 AUC, 3Ci#k[20 ] A H DL i 57 59 A
HLASIK S A o SRR 21 ] FH 6 i 22 19 45 A e 40
TCAZ 28 TR A T ERCSC A R AE TR 8] 3 51 55 8 00 47 i
SR o SCHR [ 22 ] 5 S A8 P e R 4%, BT F b
IR T 2 0] B2 7= A AT BB, AR At ik
FAUMA AN R AT BIVAT HEAT ALK S ARG
SCHR[ 1S PREATLA TS ARG AR Ay 2R3 288 m] 15T, e B T L
ALY RGN LT T A R ARG IR R
1.2 ZBEEBF*

WA — BB G TC W B ik, X ey X T i
SR I ) P S A, O ELREE A R BRI B
VR . PR Bl 2% Rk S, K P T eI A S R B1
W2 I8 A W B v 20 o SCRik [ 23 ] 3 o 4G
WA PR A A 2 URL (49 18 25 & IR HL 78 A B
o SCHR[ 24 ] 2 /) T R A2 B B R U AL
SRR, SR 25 T 3R 28 7 ikl 2 ik 1 RRAE
Rt FES Dok A 4R LS AN BELL . STk [ 26 1 404 & 3
A SIS R[] — s [R) A 2 4 S, I R, DA
0. 941K B T3 THLAR AT

2 HESESHERK

A BAEE K A Cresei 5 G 58 LT
SCHRLUT i AT B AR o B AR AL 1R[] 2
RIAHLER K 515 B, s 78— fil A R W
HESCRAME SCAE B, 2= F TR o SR T R &
5T,

2.1 HE&E

ZBARE MR IR 1 R, R34 B 9386 4
W5, 3474 D ESLK S, HAR ML K S k) 7 1 4
PSR 2SS, a4 v Rt T K5 & 3 I 303k
P, R B AL 7 5 A T B, A A R DG I 3 1Y
g R E BRSPS ELE T AT
Y, DARRIA SR 5 IR

F1 BIE&EHE
HlmsE ik TS H | SO
ZIIEE NN K S 3474 (8377522
EAMBUA R AR | 991 |1610176
[T R IR I R 3RS | 3457 | 428542

T Thih ) 464 1418626
BRI RS | 1000 | 145094

Genuine accounts( ge)

Social spambots #1(s1)

Social spambots #2(s2)

Social spambots #3(s3)
Traditional spambots #1 (t1)




2022 4% 3 4

ZTAfE, 5 T A R AT 4 W & 69 AR AL AT 3

2.2 FHERE
N T REREINZR SR RATAY 7 A SN
LI T 41 AMREE, A RAAE T BLANER 2 7R
R2 HEHIHIER R

FFAILAS i 44 ik

screen_name We PR i
usr_prfim RN E
usr_prfbg JEE T FIA
usr_prfbn A B R A
usr_twtrt RAME
usr_ffrat BRiE S AZ I
usr_faves ERFEE
twt_srets source type( st)
twt_src2b st = bot_thebig2s 4§
twt_int30 30 min 5] & RS SESCS L
twi_srctw st = twt_official %

twt_srcbu st = bot_notsures %

twt_srepp st = pop_platform %
twt_srcas st = pop_assister %
twt_srcpu st = pop_notsures e
twt_srcna st = NA %
twt_srcbe st = bot_enabler %§
twt_wrdsd SR B Oy 22
twt_atsmn HESC 3 K- %L
twt_atssd e SCHE KB T 2%
tweets Tﬁjﬁéﬁ H
usr_frnds M AEH
usr_fllws KEHEHHE
usr_verif verified 72 E%
usr_actyr W AR
usr_allrt AR
twt_langs FEa=RS ity
twt_srces source ?J:} K B'i_
twi_rtwts HESCHR AR o e
twt_rplys HESCI & 5 L
twi_int15 15 min [0 B HE RS G 1L
twt_wrdmn e SCOF- 148
twt_bunch 2 s [RIfR & HE 5 H
twt_max15 15 s [B] fRd RS E
twt_minl5 15 s [A] e dc /B T
twt_max30 30 s [BIfEfR B

30 s Il iR/ NEA BE

twt_min30

twt_hshmn hashtag )34

twt_hshsd hashtag {7 2

twt_urlmn FESC url fSE %8

twt_urlsd S url B 2%
3 7 &

3.1 BEZ&WBNAG*
AL tweetbotornot2 1F Sk 3 £k Ty 1k 1 47 X
oo 7 B T W B 43 25 8 xgboost ™™ ) M T P P

WP ESCE TG SN T SR R T 3 R
FHFE . %5 B o 2 ACR 5 1 B S5 i A7 A DU 2%
Botometer' ") 7K 43 {f1 {1, {2 Botometer # JF J5i, T
tweetbotornot2 B, £ I , i ] R &5 S I (tweetbotor-
not2. mikewk. com) , AJ LL#R 2 IF FEAT ML AR K A6
ASCHERT LU 52 56 5, i _E 3R il RS 41 48 SRR AE X
tweetbotornot2 YEFT IR, FrLL NIRRT AR N TW41
3.2 RUBMFAE

TELR R I, TW-A1 XF L R % a4 dh B 4
TEHATIIER IS , FE D4R T AS B AR Fe b AUC fE
IKEN 0. 98 WUR A I3 AN, (HIZ 7 R 1 ke i 2 15 B8
LRz AR 2

THRASCH R RE A T T — Rl He ki 7k, A
BUBE S rp = A REAE A 4R | 8 2k AN T AR, DA T R 3
TW-A1 (R, 55 81 ST AR AR 7 1240 42 [m] s 44
i RERS WSS R R SER N 11+ €1 e NN 1 kA €1
Az o] 2 FhRAVEE 1Y 25 55, DA 58 AL A I 4G
MAESS o AER R THLER R S 2 AW 0y L 8 2 R
TOVESE B 1~ > JF AT 43 FS 0 7 58 T0 1% IO X6 3BT 1) A8
FIHLES KRS o[RBT FLSE RS R ) TARAG I, AR 0% IR
RE A A B2 T vk, B R B SRS Y i, o
FLAL AT RE 53 A5 38 532 2, NTT REAE X AIL A5 I 12
AR o XL BB S KB Ay 28 1z Ak o

Kol

S ~aEyn|

e
o 1) (B

E%?T
Pl P AR BORTE 19 4 A D0 7 12 ) B

BEXT LA A R AR SCHRSE (8 FH A XTI 285
figp ke LR 2 SRR, 8] L RS T ARSI 5 i TR
i AF R 2 ~ p. (o) A i A B A il , 1A K
e A MR B , AR Ay G (T2 2 ONALSE L, dn
A (1)

G(v; 0°) = f(z36)) (1)
o S 2 R AHLE B, 0 2 S S8 AR i 2




4 WHE o 5 R K

2022 %% 3 8

K A A, i (2) .

p.(2) = N(z,,0°]) (2)
Hrfr,z, e R d 5368 W54l A RPAE 1) d 206 12
T REAE LR R A TR A8 0T S I 1) B S
B i, AN SCE SCAE i (A % pR BN (3)

L¢ = 1; z;n:llog(l -D(G(2))) (3)

Forb 2 NBEHLIME RS, G A s, D W HDIES o /s
6 L BRAT AL B RS o A SCRE AR S v A
ST Hh A1 80% FO RS B Ak 20 (01 R B o 22
SIS D, AR B S A AT )
X (4):

D(xi';ﬁn) = 1

I+ exp(f(x38)) .
Horp,x! SRR, 6 SR8 SIS EL H R
€D OIVA: Y AN B R & T I DO DA OE e NG|
F0E , FES AW TR, 2 R E = (5) -

1P = 1;;1%(1 - D(#)) +1; > log(D(x)) ()

Hor xR BB B R 1) B X R A R AR
B HE AR ) o 3 Ao e /NP 0 2 R EILE AR B AR
G A S IR A AL B | e ok B A BT
P & A ) s D, [ 63k tweetbotornot2 77 vk A AS:
Do Fh T AR A 2 A B N TR I s . 0 5]
LI FE A3 ) BLSROHE AU FE R AE , A RE X 2 L
SRR SR A A A 0 R R . SRR LS
25 ) RS G 2R BE A X B SRS AL k5 2
FFIX 43, RV s A e B b DOR T DL HLAR K

4 LWHER

4.1 XKEE

A XA T 2% v % 40 50 4 o A S8 Y 1 4 A
3 A BROHZ 0 TR PR 22 2% A LA 4 A A S B
PL™HE 1Y 64 AEREHLIETS | i 2 A0 e AU 1 41
HERAE )i FII S I AR 41 ERRAE 1) i, B
[0, 1] AR AR R RRAE 1] 2t T 0 S 55000 (9 A %
1B 3 AR I # 28 JT B i 430 & 1024 512 256,
VTR PRVBSUIR: RE A2 D /D B0 B2 B R B2 19 LeakyReLU , Jf:
AT E WAL 2 . AR SCEH] Adam J5 2k AR
W2, H- P B R STk bateh_size =32, 2% 3] RN
R Ir=0.0002, A 9 25 I S T AR A o
4.2 PRGN

KT BEAEVEAS (8 Az RGBT 90 2% v A A= B2
TRENS 7 HE 5 LSS BE AR LAY R , DRk 24
A TR I RS BRI o AR SCRERE I 2R b7 i) TW 41 1R
VAN Tk PG AR LA AR U R IR 1RO . A=
Jil A AR R R R R R R g
VT ) X3k R o) i T L SRR A AR R

€ N IS (SR PN UL N AR X N i Bu
Bt A A Al Az s o AR SORF 35 AR BB By 500
W IEARRES TWAL BB RE RIS RANTE 2 fii

L0y

0.8 ‘ | l'
il i
F

o
o
A

o
a~
n

accuracy

=3
[}
_——
-
_‘&T—

\"\l

*n, »A
0.04 || N VTN T S T Y P

0 100 2th ] 300 400 500

B2 TW-AL A BT I 45 i I AR B R IS

I 2 ATULE B A s kAR, A A AR
IS D52 A B LR i FE P AIE L 32 Sk e L (H
— IR AE AR S5 TWA1 T U 2R HLEs k-5 AH
oL, B iR ok, Br LA TR INE s R 8 B BEE
IEAR, YA AR A RS £ & 5 SRS R o A —
H, TWA1 228 T67 UM K 2 28 B B AR 5 i ,
ARG LSS BT LIRS B B i i s 3 0, i
A R ERE S Ak e TR
4.3 FlAISEHEHR

A SO RS T i B S S R A s e AR T
FEARBEXT ) B 28 HEAT N S, 1R RE 40 5 ) 51 &8 %) B
ST BB AR 2 () B AF FRIE EORRR R LA
T SRR X MLAR W 5 A TR, — R L R A% i
DRI Ty ik 5 B e AR iz AR R L, A T S IR i AR
2 AR SR FEATLAh O SE K5 19 80% 1 M Il ik g
R A3 1 20% 1 5L ST AR R R BOHH 25 19 So-
cial spambots #2 (s2) ) 20% 1F i B8 . W E A
BONTHE I 45 114 325 AR B (epoch ) 43 5 2 250,500
7501000, i FIR a2 ) @, I H0 500 45 S b 24
FAE, FrUARSCERE AUC AE R PFAN F8hR . AL
UEL) AUC (HINER 3 iR .

F3 GAN HEREEBREFAEFAT X EIEERN AUC &

AU AUC fif
250 0.948
500 0.952
750 0.922
1000 0.926

M3 HT LU W, YIRS 3 i 055 4% L AUC {5
HREIRE] 90% A L, 452 TARLFAY 0 28801

RSO ELSEE S 5 4 FhbL &8 5 Bl o i) —Fh
AT A N , SRR Ik 4 s, (A S
JEBINZREE 80% s X TW-41 J7 ikt 47 Il 2%,



2022 4% 3 4

ZTAfE, 5 T A R AT 4 W & 69 AR AL AT 5

AU FHUN R H 80% 11 LSR5 X A= Xt X 285 v
B a8 PEAT U 5 Pk i LA ML 2% I B0 8l 1Y)
20% S FIAxI1) 20% ) B SLK S B AL s 4 .
TW-41 A BT I 28 H GAN-4L 79 0 531 2% 43 51l 78
WA BT, i AUC AR R IFMdebr. 4551
WMk s iR,

F4 TW-41 5 GAN L RIEMIGEMNIXESHIEE

Wik g

ge(20% ) +52(20% )
ge(20% ) +52(20% )
ge(20% ) +52(20% )
ge(20% ) +52(20% )

IR
gc(80% ) +s1(80% )
gc(80% ) +2(80% )
gc(80% ) +53(80% )
gc(80% ) +11(80% )

%5 TW-41 5 GAN-41 i AUC &5ttt

YIRS MR TW41 GAN41
ge+sl/ge+s2 0.8917 0.948
ge +s2/ge +s2 0.9993 0.948
ge +83/ge +s2 0.6360 0.948
ge +tl/ge +s2 0.9456 0.948

MRS FTLE H TWA1 JOA (il 5 I 2R84
(] A I A ) BE A 3k B AR AN I ASCR
AUC #5br#E 1t 99% o (H 54 rh A Bl A\ B 1%
ATENE BT, TW A1 B3R A 2L %, i
GAN I a8 UM BLES ARG ZE 8 inp 75, [a] B
WL T A SCRIN 5 2 iz AR vk L TW 41 S50 T1%
bl > A Jy ik B

T RERE ik — 2D Ay B AN [ S A B R AR R T AR
R S0 , AR SCALAE FH K 7 o8 v 13 SRR AL
PR TW-13 Kl g , LA S AAL A IR 79 28 4~ B
ST A RRIE I 25 TW-28 A5 2% 73 1) 55 %t
IVERRAE 2 BE 1 A OGP I 28 A T L B R S
ZinR 6 MR 7 Frm. WA R RRIEAT AR SO
KR AR R TR 7 PP AR R T et
botornot2 ,,

%6 TW-13 5 GAN-13 f§ AUC {&3d

IgRse/ Mk TW-13 GAN-13
ge +sl/ge+s2 0.9667 0.9926
ge +s2/ge +s2 0.9999 0.9926
ge +s3/gc +s2 0.6307 0.9926
ge +tl/ge +s2 0.9480 0.9926

%7 TW-28 5 GAN-28 15 AUC {& x5ttt

AR/ M TW-28 GAN-28
ge +sl/ge +s2 0.7215 0.9736
ge +2/gc + 52 0.9970 0.9736
ge +3/gc + 2 0.7262 0.9736
ge +tl/ge +s2 0.9247 0.9736

5 3% i

W ARSI A4 AT DL & BT B AR P
F14) JEL S U5 RTASE i AL MR 75 i A 3810 A LA 7 A 1 A
BHE A Y Sk ) 3] 2%, 0 0] 2% 8t RE 9% LA AUC {E#8 1
94% [ R R B RAG T L8 K 5 o A SC A A D A
P T B B K S il U R E 2 2] B T R
AP R B T R A 2SROR . IR HR T
LRI, A i as A Wik AR, TW A1 XA il 1) 2040
I R4 B S B IS T Bk A LR R R T
A A A B B R AN W T, 2 AR E] 50 Tk
ZEA AR R B s S SR 4 (BT AR A AE AT
DI TW41 {5 5 B R, TW-41 {5 68 0% LLAR &5 1 kS
JEE RN A B A A B 5 SR AR R R BB
2R B T g YO, AR R A B S SRS S A
181, A B AR 50 Jo e R -, (A5 TW A1 ARG B
AN I BT O, A T ARG, ml L R 2 2 i G
DNPKRS FEAR: o ) e ARSI i  ATH R A AE 26 K I 55 45 o

A b AR FE AT DT AR SO T AR AL A Kk
S BAE S RE VI S5 S REE A T LA 5 AR AR | ks
i e PR o e s N [T S NN S A Rl
T Rz A AR 7 ik AR s oA v S B A
B —CAIHLER K S

6 LHERIF

ARSCHR T AR O BT 28R EA T HL B K=
Rt FH LS S A S BB I R i, A ]
YN B H 50 A% 0 m] IS BIL S AT RS I , AR SCAS:
775 BERE SC B AUC B I 94% R =R B 1, 5 HL
AN EATATHLAR K B e 0 R o [R]) I AS SO T v
AT TW-AL K A5, PF AR S A a1 ki 1R
BE M OR

ARICHESE T W ARA HE Y B % X LS K 5 ) A
=72 B R Al U B A A TG ZER PS5
Jei HR A AT LUK BIAR G A9 0 28 0R

HRTA SO i R — s e h by 7%, X
7 A 2 R RS E M AL, AN RERSTE TR
AR B A B 454 SR LA B, AUC (B R 35 51 90% L)
Lo ARREFR R TE ZBIEE A R R
FAR S Y5 IR — A0 531l i, 2 B T 4719 20 RA8CR
P — 2D M ARSI 7 58 P R B 05 2, A [
TR Z AR 4% . 2 H 45 RETS 76 A [R] 7Y
AR5 ] 2 > B ] 3 JEAE X X ke AN [R] 3 s
(R AL 31 5 2L RGP 4R B 73 2 AL RE X B — Tl 5 BEA T 4T
I A — SR R AR I o RIS ok oy
A i A i ) R AR S L S K ) AR AR A 2 5
P, 73T 5 B BRI kI TW AL A0 i A 4%
TW-41 ST ARG AR ] Tk SE PR TR Y55 5 o



6 it o5 R 2022 5% 3 41

SE 96-104.

[1] CHU Z, GIANVECCHIO S, WANG H N, et al. Who is [14] YANG K C, VAROL O, HUI P M, et al. Scalable and
tweeting on twitter; Human, bot, or cyborg? [ C]// Pro- generalizable social bot detection through data selection
ceedings of the 26th Annual Computer Security Applica- [C]// Proceedings of the AAAI Conference on Artificial
tions Conference. 2010.:21-30. Intelligence, 2020,34(1) :1096-1103.

[2] BESSI A, FERRARA E. Social bots distort the 2016 U. S. [15] RODRIGUEZ-RUIZ J, MATA-SANCHEZ J I, MONROY
presidential election online discussion[ J]. First Monday, R, et al. A one-class classification approach for bot detec-
2016,21 (11); DOI; https://doi. org/10. 5210/ fm. v21ill. tion on twitter [ J ]. Computers & Security, 2020, 91,
7090. 101715.1-101715. 14.

[3] FERRARA E. Disinformation and social bot operations in [16] GOODFELLOW I, POUGET-ABADIE J, MIRZA M, et al.
the run up to the 2017 french presidential election[J]. Generative adversarial networks [ J ]. Communications of
First Monday, 2017,22 (8) :DOI; https://doi. org/10. the ACM, 2020,63(11) :139-144.
5210/fm. v22i8. 8005. [17] LOYOLA-GONZALEZ O, MONROY R, RODRIGUEZ ],

[4] STELLA M, FERRARA E, DE DOMENICO M. Bots in- et al. Contrast pattern-based classification for bot detection
crease exposure to negative and inflammatory content in on- on twitter[ J]. IEEE Access, 2019,7:45800-45817.
line social systems[ J]. Proceedings of the National Acade- [18] DAVIS C A, VAROL O, FERRARA E, et al. BotOrNot:
my of Sciences, 2018,115(49) :12435-12440. A system to evaluate social bots[ C]// Proceedings of the

[5] ALLEM J P, FERRARA E. Could social bots pose a threat 25th International Conference Companion on World Wide
to public health? [J]. American Journal of Public Health, Web. 2016.273-274.

2018,108(8) :1005-1006. [19] SAYYADIHARIKANDEH M, VAROL O, YANG K C, et

[6] ALLEM J P, FERRARA E, UPPU S P, et al. E-cigarette al. Detection of novel social bots by ensembles of special-
surveillance with social media data; Social bots, emerging ized classifiers[ C]// Proceedings of the 29th ACM Inter-
topics, and trends[ J]. JMIR Public Health and Surveil- national Conference on Information & Knowledge Manage-
lance, 2017,3(4) :e98. ment. 2020 .2725-2732.

[7] BRONIATOWSKI D A, JAMISON A M, QI S, et al. Wea- [20] KANTEPE M, GANIZ M C. Preprocessing framework for
ponized health communication; Twitter bots and russian Twitter bot detection|[ C]// 2017 International Conference
trolls amplify the vaccine debate[ J]. American Journal of on Computer Science and Engineering. 2017 :630-634.
Public Health, 2018,108(10) :1378-1384. [21] PING H, QIN S. A social bots detection model based on

[8] DEB A, MAJMUNDAR A, SEO S, et al. Social bots for deep learning algorithm [ C]// 2018 IEEE 18th Interna-
online public health interventions[ C]// 2018 IEEE/ACM tional Conference on Communication Technology. 2018
International Conference on Advances in Social Networks 1435-1439.

Analysis and Mining. 2018;1-4. [22] LIU Z, CHEN C, YANG X, et al. Heterogeneous graph

[9] CRESCI S, LILLO F, REGOLI D, et al. Cashtag piggy- neural networks for malicious account detection[J]. Ma-
backing : Uncovering spam and bot activity in stock microb- chine Learning, arXiv preprint arXiv:2002. 12307, 2018.
logs on twitter[ J]. ACM Transactions on the Web, 2019, [23] CHEN Z, SUBRAMANIAN D. An unsupervised approach
13(2) :1-27. to detect spam campaigns that use botnets on Twitter[ J].

[10] VAROL O, FERRARA E, DAVIS C A, et al. Online hu- Social and Information Networks, arXiv preprint arXiv:
man-bot interactions; Detection, estimation, and charac- 1804.05232, 2018.
terization[ J]. Social and Information Networks, arxiv pre- [24] AHMED F, ABULAISH M. A generic statistical approach
print arXiv:1703.03107, 2017. for spam detection in online social networks[ J]. Computer

[11] CRESCI S, DI PIETRO R, PETROCCHI M, et al. The Communications,, 2013,36(10-11) :1120-1129.
paradigm-shift of social spambots; Evidence, theories, and [25] MILLER Z, DICKINSON B, DEITRICK W, et al. Twitter
tools for the arms race[ C]// Proceedings of the 26th Inter- spammer detection using data stream clustering[ J]. Infor-
national Conference on World Wide Web Companion. mation Sciences, 2014 ,260 :64-73.

2017:963-972. [26] CHAVOSHI N, HAMOONI H, MUEEN A. Identifying

[12] CRESCI S, PETROCCHI M, SPOGNARDI A, et al. From correlated bots in Twitter [ C ]// International Conference
reaction to proaction; Unexplored ways to the detection of on Social Informatics. 2016:14-21.
evolving spambots [ C ]// Companion of the Web Confer- [27] CHEN T, GUESTRIN C. XGBoost: A scalable tree boos-
ence 2018. 2018.1469-1470. ting system[ C]// Proceedings of the 22nd ACM SIGKDD

[13] FERRARA E, VAROL O, DAVIS C, et al. The rise of so- International Conference on Knowledge Discovery and Data

cial bots[ J]. Communications of the ACM, 2016,59(7) :

Mining. 2016:785-794.



